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Employing cyberspace electromagnetic warfare (EW) capabilities within the 
electromagnetic spectrum (EMS) requires the ability to securely transmit, receive, store, 
and process information in near real time. The US’ state and non-state adversaries are 
equally aware of the significance of this technology and will use information-related 
capabilities (IRCs) to gain advantages in the information environment, just as they 
would use more traditional military technologies to gain advantages in other operational 
environments. Sophisticated adversaries leverage the EMS and cyberspace effects to 
create significant dilemmas for US and allied forces. Therefore, transformative efforts 
are needed to deal with an increasingly complicated threat. Vigilant timing, integration, 
coordination, and synchronization ensure collaborative efforts to prevent one theater of 
operations, or capability, from affecting others, and are intentional and supportive rather 
than collateral. 

The information environment is the aggregate of individuals, organizations, and systems 
that collect, process, disseminate, or act on information. This environment consists of 
three interrelated dimensions, which continuously interact with individuals, 
organizations, and systems. These dimensions are the physical, informational, and 
cognitive (Joint Publication [JP] 3-13, Information Operations). The physical dimension 
is composed of command and control systems, key decision makers, and supporting 
infrastructure that enable individuals and organizations to create effects. The 
informational dimension specifies where and how information is collected, processed, 
stored, disseminated, and protected. The cognitive dimension encompasses the minds 
of those who transmit, receive, and respond to or act on information. 

IRCs are the tools, techniques, or activities that affect any of the three dimensions of the 
information environment. The joint force employs IRCs to affect the information provided 
to or disseminated from the target audience (TA) in the physical and informational 
dimensions of the information environment to affect decision making. 

Electromagnetic Warfare in Cyberspace Operations (CO) 

All information-related mission areas increasingly depend on the EMS. The 
relational framework describes the application, integration, and synchronization of IRCs 
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to influence, disrupt, corrupt, or usurp the decision making of TAs to create a desired 
effect to support achievement of an objective. EW creates effects throughout the range 
of military operations and across all domains. Therefore, those planning and executing 
EW operations should be aware of the intent of other IRCs such as military deception, 
military information support operations, and operations security (OPSEC) to lessen the 
chance of compromise. While the primary focus of information operations (IO) is on the 
cognitive dimension of the information environment, EW’s primary focus is to achieve 
objectives across the physical domains Cyberspace EW is responsible for securing 
and maintaining freedom of action in the EMS for joint and coalition forces while 
exploiting or denying it to adversaries. Airborne EW, space EW, and offensive CO 
capability and integration with other IRCs through IO is vital to ensure the capabilities 
complement rather than conflict with each other. 

Cyberspace Operations 

CO is the employment of cyberspace capabilities where the primary purpose is to 
achieve objectives in or through cyberspace. CO strive to achieve cyberspace 
superiority; defined as a degree of dominance in cyberspace by one force that 
permits the secure, reliable conduct of operations by that force and its related land, 
air, maritime, and space forces at a given time and place without prohibitive 
interference (JP 3-12, Cyberspace Operations). 

Cyberspace operations require both wired and wireless links to transport information. 
Any wireless link requires access to the EMS and therefore requires coordination and 
synchronization between EW, Air Force information network operations, and US Cyber 
Command (USCYBERCOM) to maximize and achieve synergistic effects. For more on 
electromagnetic warfare’s role in cyberspace operations. 

Cyberspace Electromagnetic Warfare Missions 

Cyberspace is categorized into three missions: offensive cyberspace operations 
(OCO), defensive cyberspace operations (DCO), and Department of Defense 
information network (DODIN) operations. 

 OCO are cyberspace attacks, similar to electromagnetic attack (EA), which create 
noticeable effects in cyberspace, as well in the physical domains (i.e., deter, deny, 
disrupt, degrade, destroy, or manipulate enemy capabilities in cyberspace). OCO 
may exclusively target adversary cyberspace functions or create first-order effects in 
cyberspace to initiate carefully controlled cascading effects into the physical 
domains to affect weapon systems, C2 processes, logistics nodes, high-value 
targets, etc. Cyberspace attack, specifically those attacks conducted via the EMS 
and airborne and space EA, should be deconflicted to maximize the impact of each 
type of fires. Uncoordinated EA may significantly impact EMS-enabled cyberspace
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attack actions. 

 DCO are missions executed, similar to electromagnetic protection (EP), to defend 
the DODIN, or other cyberspace DOD cyberspace forces have been ordered to 
defend, from active threats in cyberspace (JP 3-12). Defensive cyberspace 
operations are conducted in response to specific threats, attacks, exploitations, or 
other effects of malicious cyberspace activity and leverage information from 
maneuver, intelligence collection, counterintelligence, law enforcement, and other 
sources as required. Components of DCO are internal defensive measures of the 
DODIN, which include pro-active and aggressive internal threat hunting 
countermeasures and responses; and response actions where cyber effects 
enabling activities are taken external to the defended network or portion of 
cyberspace without the permission of the owner of the affected system.

 DODIN operations mission includes operational actions taken to secure, configure, 
operate, extend, maintain, and sustain DOD cyberspace and to create and preserve 
the confidentiality, availability, and integrity of the DODIN (JP 3-12).

Planning Integration, Synchronization, and Considerations 

Cyberspace attacks via the EMS should be deconflicted with other EAs to optimize each 
type of fires. Depending on power levels, the geographic terrain and nature of the 
system targeted, unintended effects of EW operations may propagate outside of the 
local commander’s operating area. Planners should consider different coordination 
requirements for the various types of fires that depend upon the EMS. To minimize 
overlap, the primary responsibility for cyberspace attack coordination begins with the 
COMAFFOR’s appointed cyberspace coordinators and planners. Planning is 
subsequently coordinated between USCYBERCOM and the joint force. This resides 
with the applicable joint force headquarters and USCYBERCOM in coordination with the 
combatant command CO staff. 

Air Force forces conducting OCO do so under the authority of combatant commands 
and USCYBERCOM. Cyberspace target planning may require extended time, extended 
approval time, synchronization, and deconfliction. 

Cyberspace Authorities 

Cyberspace forces normally conduct operations under the authority of Title 10, U.S.C., 
Armed Forces or Title 50, U.S.C., War and National Defense. The authorities invoked 
differ depending on the type of operation conducted. The rules for operating under 
these varying titles are different. Authorities to act against adversaries are included in 
the execute order or operation order for a specific operation. If aggressive defensive 
responses or counter-offensive operations are authorized, authorities should be 
clearly defined and understood. Cyberspace forces belonging to the Air National 
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Guard (ANG) are governed in peacetime by Title 32, U.S.C., National Guard. 
 
Cyberspace Operations Command and Control 
 
USCYBERCOM, as the coordinating authority for CO, plans, coordinates, integrates, 
synchronizes, and conducts activities to direct the security, operations, and defense of 
the DODIN, preparing to, and when directed, conducting military CO external to the 
DODIN in support of national objectives. USCYBERCOM will assign CO integrated 
planning element representatives to the combatant commander for the synchronization 
and deconfliction of cyberspace operations. 

The director of cyberspace forces (DC4) team synchronizes and coordinates full 
spectrum CO in support of the commander, Air Force forces (COMAFFOR). The DC4 
normally ensures all cyberspace planning, execution, and assessment are integrated 
into the warfighting lines of operations across all domains for the COMAFFOR. 
Coordination is required to integrate multi-domain operations with the air operations 
center’s Non-kinetic Operations Coordination Cell (NKOCC). Together, both the 
NKOCC and DC4 teams address non-kinetic integration. For more information on the 
NKOCC and integration of non-kinetic actions (including IO, space, cyberspace and 
EW), see Air Force Tactics, Techniques, and Procedures 3-3.AOC, Air Operations 
Center, chapter eight. 
 
Intelligence, Surveillance, and Reconnaissance (ISR) in Cyberspace 
 
CO requires all-sourced cyberspace-focused ISR, including digital network analysis to air 
force cyberspace operators. This support is generally characterized within five 
cyberspace-focused ISR areas: current intelligence and reporting, indications and 
warnings, threat attribution and characterization, intelligence preparation of the 
operational environment, and computer network exploitation. 
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