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ORGANIZING FOR ELECTROMAGNETIC SPECTRUM OPERATIONS 
Last Updated: 30 July 2019 

The size of the combatant commander’s (CCDR’s) staff, the mission(s) the joint force is 
tasked to accomplish, and the time allocated to accomplish the mission(s) are just some 
of the factors that affect the organization of the staff. This section discusses nominal 
requirements, organizations, and staff functions to plan and execute electromagnetic 
(EM) spectrum (EMS) operations (EMSO) in joint operations. A brief introduction on 
how the CCDR is organized to plan and execute EMSO is included in order to provide 
background on how the commander, Air Force forces (COMAFFOR), who is normally 
also the joint force air component commander or the joint force space component 
commander), interacts with the joint force commander (JFC) and Non-kinetic 
Operations Coordination Cell (NKOCC). 

Responsibilities 

It is the responsibility of the COMAFFOR to establish and promulgate command-specific 
policy and guidance for EMSO planning and execution. This can be divided among 
multiple directorates of the NKOCC based on long-, mid-, and near-term functionality 
and availability of trained EMSO personnel. Processes and directives (e.g., joint 
restricted frequency list [JRFL] process, the joint communication-electromagnetics 
operating instructions [JCEOI], software defined radio waveform implementation and 
sharing) should also be determined as necessary for operations specific to the area of 
responsibility. All aspects of EMSO should be coordinated closely with JFCs and their 
components. 

The NKOCC works within the air operations center (AOC) to convey across the force 
and up the chain of command the COMAFFOR’s plan for achieving control of the EMS 
within Air Force operations. The NKOCC is responsible for integrated non-kinetic effects 
planning, coordination, synchronization, deconfliction, and assessment in the AOC. The 
NKOCC team is the COMAFFOR’s non-kinetic capabilities integrator. Additionally, it 
establishes prioritized EMS-user requirements and frequency authorization throughout 
the AOC for transmission in the EMS and provides them to the joint electromagnetic 
spectrum operations center (JEMSOC). 
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Electromagnetic Spectrum Control Authority (EMSCA) 

EMS control is the coordinated execution of EMSO with lethal and nonlethal operations 
that enable freedom of action in the EM operational environment (EMOE). The 
COMAFFOR should designate an EMSCA to assume overall responsibility for EMSO. 
The EMSCA will have primary staff responsibility for planning, coordinating, monitoring, 
assessing, and prioritizing execution of EMSO. The EMSCA directs the planning, 
developing, and publishing of the EMS control plan (EMSCP) and EMS control order 
(EMSCO), as well as conducting EM battle management (EMBM). The EMSCA 
establishes procedural EMS control methods based on the military operation and level 
of conflict. Authority for directing and ordering of specific EMS operations in, around 
(posturing), and through the EMS for the purposes of achieving control of the EMS 
resides with the COMAFFOR or as delegated. The EMSCA plans these EMSO, and 
tasks NKOCC, through the EMSCP and EMSCO, who incorporate them in their 
respective plans and orders. EMSCA should ensure EMSO orders and plans are 
coordinated with the JEMSOC to ensure synergistic effects and deconfliction of the 
EMS with other Services and functions. 

EMSCA Responsibilities. The EMSCA provides centralized direction through the 
EMSCP and EMSCO, supplemented by EMS coordination measures, all coupled with 
an EMBM system. The EMSCA normally coordinates with component EMSO cells prior 
to commencement of operations to integrate and coordinate all component EMS-use 
requirements. The EMSCA does not have the authority to approve or disapprove 
combat operations. That authority is vested only in operational commanders. The 
EMSCA assumes responsibility for EMBM in the designated joint operations area 
(JOA). Subject to the authority and approval of the COMAFFOR, the broad 
responsibilities of the EMSCA include: 

 Prioritize, integrate, synchronize, direct, and deconflict the use of the EMS.

 Develop broad policies and procedures for EMS control and for the coordination 
required among all joint EMS users.

 Establish EMBM that provides for integration of AOC and other affected joint 
constraints and requirements.

 Promulgate EMSO policies and procedures via the COMAFFOR-approved EMSCP.

 Authorize Joint Electromagnetic Energy Transmission. While no authorization is 
required to receive EM energy, EMSCA authorization is required to transmit EM 
energy. The NKOCC prepares the orders that authorize joint forces to transmit EM 
energy. The two authorities for transmitting EM energy are:

 Electromagnetic Attack Control Authority (EACA). EACA is the authority
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to conduct electromagnetic attack (EA) in the JOA. EACA can either be 
retained by the EMSCA or executed by the EMSCA’s designated 
representative. Routine execution of EACA responsibilities is normally 
delegated to the NKOCC director and may be temporarily delegated to 
components for the purpose of local or tactical mission refinement and 
interference remediation. EACA responsibilities include: 

 Participating in EMS coordination measures development (e.g., the joint
restricted frequencies list [JRFL]). 

 Ensuring compliance with the approved EMS coordination measures.

 Gaining and maintaining situational awareness of all EA-capable
systems and related operational parameters in the JOA. 

 Resolving EMSO prioritization recommendation issues.

 Coordinating introduction of new EMS-dependent systems in the JOA.

 Coordinating with components on EA requirements.

 Developing, coordinating, updating, and promulgating EACA guidance
and directives (e.g., instructions, rules of engagement [ROE], EMSCP, 
EMSCO, special instructions). 

 Monitoring and assessing joint force EA activity for EACA compliance
and determining corrective action when necessary. 

 Frequency Assignment Authority. This is the authority to transmit EM energy
(other than for EA) in the JOA. Frequency assignment authority can either be
retained by the COMAFFOR or assigned to the COMAFFOR’s designated
representative. Routine frequency assignment authority responsibilities are
normally delegated to the NKOCC director and may be delegated to
components for the purpose of local or tactical mission refinement and
flexibility. Frequency assignment authority responsibilities include:

 Participating in EMS coordination measures development (e.g., JRFL).

 Ensuring compliance with the approved EMS coordination measures.

 Gaining and maintaining situational awareness of all EM energy (other
than for EA) in the JOA. 

 Resolving EMSO prioritization recommendation issues.

AFDP. 
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 Coordinating introduction of new EMS-dependent systems in the JOA. 
 

 Coordinating with components on EM transmission (other than for EA) 
requirements. 

 
 Monitoring joint force EM transmission (other than for EA) activity for 

frequency compliance and determining corrective action when 
necessary. 

 
The COMAFFOR establishes a standing NKOCC to support joint planning, coordination, 
and control of the EMS for assigned forces. The COMAFFOR establishes a command 
policy on how the EMS is used in his or her functional area as appropriate, obtains EMS 
clearance (or approval) from host nations (through existing coordination procedures), 
and authorizes EMS use by assigned military forces to execute designated missions. 
The COMAFFOR conveys to his or her subordinates how to conceptualize achieving 
the desired degree of EMS control within the JOA through the respective concept of 
operations (CONOPS). Part of this planning includes development and approval of an 
operational approach, mission statement, commander’s planning guidance, 
commander’s intent, commander’s critical information requirements, and CONOPS, at a 
minimum. 
 
 It is the responsibility of the COMAFFOR to establish and promulgate command 

specific policy and guidance for EMSO planning and execution. 
 
 COMAFFOR duties include establishing a standing EMSO organizational structure 

(to include a NKOCC) and the procedures to support planning and operations. 
Specific actions should be taken to: 

 
 Ensure all plans address EMSO coordination among forces operating in the 

EMOE to enable data exchange, eliminate duplication of effort, achieve mutual 
support, and minimize friendly EM interference (EMI). 

 
 Ensure plans address any necessary augmentation of the NKOCC to support 

EMSO. 
 
 Resolve EMS user prioritization issues not resolved at a lower level. 

 
 Maintain close contact with appropriate foreign military forces and civil 

administrations to ensure that mutual EMS support is considered in combined 
planning, operations, training, and exercises. 

 
 Function as controlling authority for the JCEOI in the EMSCO. 

 
 Function as controlling authority for EMS policy. 
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 Ensure procedures and policies are in place for the safeguarding, use and 
transfer of reprogrammable EMS-dependent system waveforms. 

 
 Establish policy and guidance for EMS coordination measures (e.g., JRFL). 

 
Other Functional and Service Component Commanders 
 
Responsibilities include: 
 
 Establish an EMSO element to coordinate with the NKOCC on functional or Service 

component EMSO operational plans. 
 
 Prioritize, consolidate, validate, and report component EMS-use requirements to the 

NKOCC. 
 
 Receive reports, identify, and attempt to resolve component-specific EMI. 
 
 Make recommendations for best force contributions and utilization to gain and 

maintain control of the EMS within the JOA. 
 
Electromagnetic Spectrum (EMS) Users 
 
The responsibilities are to: 
 
 Provide the NKOCC prioritized EMS use requirements through their EMSO element. 

Inputs will include receive-only systems to ensure prioritization and integration with 
joint force EM transmissions (e.g., sensing, communications, EA). 

 
 Obtain frequency authorization through their EMSO element for each transmission in 

the EMS. EA users must ensure compliance with applicable EACA processes and 
ROE. 

 
 Operate systems in accordance with parameters authorized by the frequency 

assignment process (e.g., frequency, bandwidth, power, waveform). 
 
 Ensure EMS-dependent equipment is properly maintained to preclude unintentional 

violation of authorized EMS-use parameters. 
 
 Make recommendations for best force contributions and utilization to gain and 

maintain control of the EMS within the JOA. 
 
 Use Air Force spectrum interference resolution (AFSIR) procedures to report 

adverse EMS effects on operations. 
 
  




