
 

 

AUTHORITIES AND LEGAL CONSIDERATIONS 
Last Updated: 30 November 2011 

Authorities 

Cyberspace forces will normally conduct operations under the authority of Title 10, 
U.S.C., Armed Forces or Title 50, U.S.C., War and National Defense.  The authorities 
invoked will differ depending on the type of operation being conducted.  The rules for 
operating under these varying titles are different.  Authorities to act against adversaries 
are included in the execute order or operation order for a specific operation.  If 
aggressive defensive responses or counter-offensive operations are authorized, 
authorities should be clearly defined and understood.  Cyberspace forces belonging to 
the Air National Guard (ANG) are governed in peacetime by Title 32, U.S.C., National 
Guard. 

Legal Considerations 

Cyberspace operations may be conducted at any level of war and, within legal 
parameters, in support of global and theater objectives.   

Legal considerations and international legal obligations apply to the employment of 
cyberspace capabilities.  International law, domestic law and policy decisions, the law of 
armed conflict, and rules of engagement establish the legal framework within which 
operational activities are evaluated.  Usually, the staff judge advocate on a 
commander’s staff advises the given commander on the lawful means of conducting 
cyberspace operations as detailed in JP 1-04, Legal Support to Military Operations.  
Sound legal advice throughout the planning and execution of cyberspace operations is 
essential to mission success.  This is especially important while courses of action are 
being developed and before they are executed.  Early identification of legal issues will 
maximize planning efforts by developing lawful courses of action early in the planning 
process.  The legal support staff should have access (billets and clearances) to the 
information, processes, and programs used in cyberspace operations and 
understanding of the underlying cyber technologies. 
 

ANNEX 3-12 CYBERSPACE OPERATIONS 

https://doctrine.af.mil/download.jsp?filename=3-12-D01-CYBER-Introduction.pdf
http://uscode.house.gov/download/title_10.shtml
http://uscode.house.gov/download/title_10.shtml
http://uscode.house.gov/download/title_50.shtml
http://uscode.house.gov/download/title_32.shtml
http://uscode.house.gov/download/title_32.shtml
https://doctrine.af.mil/download.jsp?filename=3-12-D01-CYBER-Introduction.pdf
https://jdeis.js.mil/jdeis/index.jsp?pindex=27&pubId=491
https://doctrine.af.mil/DTM/dtmcyberspaceops.htm
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