ANNEX 3-12 CYBERSPACE OPERATIONS

CONSIDERATIONS ACROSS THE RANGE OF MILITARY OPERATIONS
Last Updated: 30 November 2011

Engagement and Cooperation Operations

Multinational operations are becoming the norm for military operations, making
intelligence and information sharing with allies and coalition partners increasingly
important. Connectivity is essential, particularly when the US, allies, and coalition host
nation forces function in mutual support during combat operations. Interoperability
issues should also be considered in light of the Air Force’s need for information
assurance. As a part of a larger networked team, the Air Force should plan and
execute in complete concert with other Services, nations, and agencies.

Homeland Operations

Cyberspace capabilities play a major role in homeland operations (e.g., disaster relief)
when they are needed to rebuild portions of the cyberspace domain or to restore access
to the domain. Timely and coordinated US government responses are important when
establishing and reconstituting cyberspace capabilities.

Attack and exploitation operations in a homeland defense (HD) scenario may involve
complex legal and policy issues; however, these issues do not prevent the application of
attack and exploitation operations for HD, but temper it. Unless approved by
appropriate authorities, Department of Defense (DOD) assets cannot be used to
perform attack or exploit operations on US entities. Also, information sharing protocols,
laws, and policies regulate, and at times may prevent, data and information sharing
between agencies, organizations, and nations, thereby potentially reducing knowledge
development. Protection of classified and sensitive information may also preclude
effective sharing with other agencies and coalition partners
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Establishing the Cyberspace Infrastructure in \
Afghanistan

In 2007, in support of Operation ENDURING FREEDOM, the
3rd Combat Communication Group (3 CCG) deployed to
Kabul, Afghanistan and established an Enterprise Network for
Afghanistan’s Ministry of Interior (Mol) which provides
capabilities such as e-mail, telephone service through "voice
over Internet protocol” and video teleconferencing capability
between the National Police Coordination Center, six joint
regional coordination centers, 12 Kabul headquarters
buildings, 38 provincial command centers as well as about
200 other locations such as medical and fire stations. Also, 3
CCG provided the infrastructure to allow network technicians
to protect Mol's computers against viruses and provided a
platform from which they can defend against cyber-attack. /

Properly implemented cyberspace operations support defense of the homeland. When
a domestic incident occurs, the escalation processes inherent in civil support
procedures are implemented. A non-DOD civilian agency is in charge of civil support
incidents, and military assistance is provided through a relationship similar to direct
support, as articulated in civil support agreements and the Standing civil support
execution order (EXORD). In all cases, the Air Force is prepared to support homeland
operations through intelligence and information sharing within the appropriate legal

/ Reconstituting the Cyberspace Infrastructure during Disaster Relief \

In 2005, the US’s Gulf of Mexico region was
devastated by a hurricane which destroyed critical
infrastructure in Mississippi, Louisiana, and Texas.
This disaster displaced tens of thousands of people
seeking to escape the impact of the storm. Based on
their expertise for extending the cyberspace domain,
Air Force combat communications groups deployed
throughout the Gulf region to reconstitute the
cyberspace domain and allow military and US
government organizations to communicate and be
connected for situational awareness and C2. /
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framework.
Crisis Response and Limited Contingency Operation Considerations

These missions may be operations into friendly nations; however, some states are
unstable and may include elements that are actively hostile toward the US. In other
situations, political or international considerations may require air operations to be
conducted within known threat areas. Cyberspace forces may or may not have to
deploy to support these operations.

Major Operations and Campaigns

In addition to other ongoing missions, cyberspace operations can be planned as part of
major operations and campaigns. In these cases, planning should be fully integrated
into the joint operation planning process at the JFC level and the joint operations
planning process for Air at the component level. Descriptions of these processes can
be found in JP 5-0, Joint Operation Planning, and Annex 3-0, Operations and Planning.
This kind of operational planning does not significantly differ from planning for
operations in other domains in terms of processes, thus this section concentrates upon
the continuous, cyclic, and iterative nature of ongoing cyberspace operations.

Inclusion of a strategy for cyberspace superiority in formal planning offers commanders
many “non-traditional” options. Cyberspace operations enable creation of effects that
formerly required physical attack to accomplish. Cyberspace operations also open
avenues for exploitation of adversary capabilities and for changing the information that
the adversary receives. This type of effect may not be possible through access in the
other physical domains.

During the execution stage of major operations and campaigns, cyberspace planners
and operators should work in conjunction with the commander of Air Force forces’
(COMAFFOR) time-phased scheme of maneuver for a given tasking period. Planners
should synthesize commander’s guidance, desired effects, supported components’
schemes of maneuver, friendly capabilities, and likely adversary courses of action.
Operators will employ friendly resources against approved targets.
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